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Fundamentals of Traffic Analysis « Packet Crafting and nmap OS Identification
» Concepts of TCP/IP i » IDS/IPS Evasion Theory
* Introduction to Wireshark : » Real-World Traffic Analysis
e Network Access/Link Layer: Layer 2 : Open-Source IDS: Snort and Bro
e IP Layer: Layer 3 i » Operational Lifecycle of Open-Source IDS
» Wireshark Display Filters e Introduction
e Writing tcpdump Filters e Snort
« TCP ‘e Bro
* UDP e Comparing Snort and Bro to Analyze Same Traffic
e [CMP : Network Traffic Forensics and Monitoring
Application Protocols and Traffic Analysis i » Analyst ToolKkit
» Advanced Wireshark L e SILK
« Detection Methods for Application Protocols : « Network Forensics
e Microsoft Protocols » Network Architecture for Monitoring
*HTTP i » Correlation of Indicators
* SMTP : IDS Hands-on Challenge
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