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Pentest Pack ( CEH v9 + kali + SANS 560 )

Certified Ethical Hacker
Penetration Testing With Kali Linux
Network Penetration Testing & Ethical Hacking

ifensive Secuniey 248 e MCSAL CCNA 5L Gy Ve (el

OHF EC-Council M I L PSS NV oAulod flﬁ (g

30)30 Gloa| &y § :a)so ‘;)&om

Syrse Syl Slagags b lal B T w5 L6 o CEH v.9 + Kalilinux + SANS 560 __&34e] 0,90

[ . ) ¥ 009

siriel (5o Sl (53l 08l Dy500 5 el il ol W ROV POV PP Y AN 5 PP OV Y PO AW 0
Kali Linux 4 5 Les 3300 B
S5 509592 SR L 5 55eralS sl aSed 3585 s Bjpel B CEH cobw Jyl Sho
Web application e glgl oy B £ Sz alyn U oS S8 .80 4 aiile 09wl 3B i cal (i3S
: SRV ¥ JON PR P (VS
ui&.&ébﬁjb5gw1 Moz 93985 sl g, b e C)‘l‘)‘b C‘S‘B)‘b
Liao Sz o L a8 5l g w38 | 0,95 ol a5 g0l,3l g 05 Sl

Metasploit wg > 5960
(... ,Maltego, NMAP, Burpsuite) 34a5 o calizes gl 5l oolisil 340!

Dozl 53 (5 pmles gls 3500
S ool sg3 ils 5l sl

: 0,98 3Ll & Kalilinux + SANS 560 ¢l Jolis oo ik

S PRI PR TV L < [P E I P [ 099y b a5 el panaiie 5 a5 (lalid 5 sl jslaie 4y g0 i

(L) oDl ol gy llas S o g o+ 09 €82 5 53k ool g Gl il el polaie 4, S5 0,8 (sl

(Bt 3000 s S o s 5 s drmss slao) 59T (6305 4sli s 9 g e Yol @ ale PWK 5 SANS 560 0,50 2 5l 48,551 5wl (0 (5 ol Do
Solojgiil Jle slps o P9 sl 5 o)l Blaa b LTS, S ol ik 29

a2 )5 sgaly amlsh ogb gy dez s cokls o 1 99 o3k 00l L B gy 5| oIS S50 40093 il 10 (5 el D3le
a7 )53l i (8138 el 3l 655 0 S ale S5 rizen s Kali LINUX o 09250 slo yf5) 5l oslil b g
EC-Council sows, 55 0 5l CEI i (615 9005 5 50 o yoho Janogs o 5 Poslecabes S Gled, glgil b g2xails 5505 5923 SANS 560 090 5
299 1y Holl r S0 2l p g ol 55l 155 0 S ol o Lo ool 350 slo Jf5l 05 (oo LsT Do 13, olalid 5 alor
afs s CEH 1 5l o 50l b ool o5 ol s e a3l oo Kalli LINUX (gl l5 0,59

st o LT B9 s Slilac sl Lo

1090 bl & S g 3985 sl 13l g (sl b by LSS STL ganitsls el (b3 o 90 b 4o

Sledbl (558 039> po Jld hgzmisls (lulid )5 (e 9 S0 S 50 (6l ol Wlayagd 1 (g e S50 Az o Sgudine LS

: S Al el Sl b lsiee g 500, gy 0]

www.Cdigit.com

Accredited by oM FLé)l )Q)lf @ sl 1 . u.:l Soiae g 63& . ..i Lo »
CARRIER DIGIT

Computer Software LLC

k ANCFOYYY: (ST AACEYY YAt 590l e il YEY SO ¢ ugd ) oyleislos « Sl g (LS 51 o dyaodle (s 2 ol o5 EC-Council )

00,5 Ll o jglasas pb st ool i 5L 5o lala)




o0

Corrlier Digit

ol sl asiil gl g 7y « i ion cojglin

g_s*i")'ﬁ*"i slroygs0aiS 5 ng

Course Outline : 10499 slgizxo

CEH v9:

* Introduction to Ethical Hacking Ll S Sl

. . * Comprehensive Pen Test Planning, Scoping, and Recon
* Footprinting and Reconnaissance ;

* Scanning Networks . * In-Depth Scanning

« Enumeration . * Exploitation & Post-Exploitation and Merciless Pivoting

- S 1 EeT e Password Attacks and Web App Pen Testing

« Malware Threats . * Bypassing Antivirus

- Gl e Malware ( Worm, Virus, Trojan )
* Social Engineering

* Denial-of-Service

* Session Hijacking

* Hacking Webservers

* Hacking Web Applications

* SQL Injection

* Hacking Wireless Networks

* Hacking Mobile Platforms

* Evading IDS, Firewalls, and Honeypots
* Cloud Computing

* Cryptography
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