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Course Outline : : 0598 (§lgixo
» Understanding the New Security Threat Landscape and the » Understanding Cisco AMP for Networks Licensing
Attack Continuum L Configuring Cisco AMP for Networks
» Understanding the Cisco ASA Next-Generation Firewalls and » Troubleshooting Cisco AMP for Networks
the FirePOWER Module  Deploying Cisco AMP for Endpoints
» Understanding Next-Generation Intrusion Prevention Systems (NGIPS) » Custom Detections
» Understanding Advanced Malware Protection (AMP) for  Application Control
Endpoints and Networks » Network IP Blacklists and Whitelists
» Understanding the Cisco AMP Threat Grid  Scheduled Scans
» Understanding Cisco Email Security « Events, File Analysis, Threat Root Cause, and Advanced Reporting
» Understanding Cisco Web Security « Cisco Web Security and AMP
» Understanding the Cisco Identity Services Engine (ISE) « Cisco Email Security and AMP
» Understanding the Cisco Meraki Cloud-managed MDM and « Cisco Next-Generation IPS Deployment Scenarios
Security Appliances » Configuring Cisco Next-Generation IPS Policies and Rules
» Understanding Cisco VPN Solutions « Intrusion Policies Advanced Settings
« Introduction to the Cisco Firepower 4100 Series Firewall  Troubleshooting Cisco Next-Generation IPS Appliances
« Cisco Firepower Threat Defense (FTD) < Introduction to the Firepower Management Center
e Introduction to FX-OS * FMC Multitenancy and Domains
« Understanding Inline vs. Promiscuous Mode * FMC Reporting and Security Operations
» Understanding Cisco ASA FirePOWER Management Options « FTD 6.1 ASA Device Installation
» Understanding Cisco ASA FirePOWER Services Sizing « FTD 6.1 Firepower Device Manager - Introduction
» Understanding Cisco ASA FirePOWER Services Licensing e FTD 6.1 Firepower Device Manager - Configuration
« Cisco ASA FirePOWER Compatibility with ASA Features * FTD 6.1 NGFWv and NGIPSv Device Installation

« Cisco ASA FirePOWER Packet Processing Order of Operations « FTD 6.1 Device Registration and Smart Licensing
» Understanding Cisco ASA FirePOWER Services and High Availability * FTD 6.1 FMC Web Interface and New Features
 Deploying Cisco ASA FirePOWER Services in the Internet Edge * FTD 6.1 NGIPSv IDS and IPS Modes

 Deploying Cisco ASA FirePOWER Services in VPN Scenarios e FTD 6.1 Firewall Mode and Interface Type
 Deploying Cisco ASA FirePOWER Services in the Data Center » FTD 6.1 Basic Configuration

« Initial Setup of the Cisco ASA FirePOWER Module in Cisco « FTD 6.1 Routing - Static BGP

ASA 5585-X Appliances « FTD 6.1 Routing - OSPF

« Initial Setup of the Cisco ASA FirePOWER Module in Cisco *FTD 6.1 IPv6

ASA 5500-X Appliances * FTD 6.1 Network Address Translation (NAT)
 Configuring the Cisco ASA to Redirect Traffic to the Cisco * FTD 6.1 Prefilter Policy

ASA FirePOWER Module . « FTD 6.1 Multicast and QoS

* Configuring the Cisco ASA FirePOWER Module Using the (ASDM) » FTD 6.1 Safesearch and Youtube EDU
» Configuring the Cisco ASA FirePOWER Services Module for : « FTD 6.1 Inline SGT

Firepower Management Center « FTD 6.1 ISE Remediation

« Troubleshooting Cisco ASA with FirePOWER Services : « FTD 6.1 Site-to-Site VPN
 Configuring Cisco Firepower Threat Defense « FTD 6.1 High Availability (HA)
e Introducing Cisco AMP for Networks « FTD 6.1 Conversion to ASA
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