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Course Outline :
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1. Network Security Fundamentals

« Building Secure Networks

e Cisco SAFE

» SAFE/SCF Architecture Principles
o SAFE Usage

2. Network Security Threats

 Vulnerabilities
* Types of Network Attacks

3. Cisco ASA Adaptive Security Appliance Overview

e Firewall Overview

e Firewall Techniques

« Stateless Packet Filtering

« Stateful Packet Filtering

« Stateful Packet Filtering with Application Inspection and
Control

» Network Intrusion Prevention System

» Network Behavior Analysis

e Application Layer Gateway (Proxy)

4. Working with a Cisco ASA

e Using the CLI
e Using Cisco ASDM

5. Using Address Translation

* Network Objects
¢ NAT Control
¢ NAT Table

6. Controlling Access Through the ASA

e Understanding How Access Control Wor
« State Tables

e Understanding Interface Access Rules
 The Global ACL

7. Inspecting Traffic

¢ Understanding the Modular Policy Framework
« Configuring the MPF

e Configuring HTTP Inspection
e Configuring FTP Inspection

8. Using Transparent Firewall Mode

« Firewall Mode Overview
« Configuring Transparent Firewall Mode
¢ Controlling Traffic in Transparent Firewall Mode

9. Intrusion Prevention and Intrusion Detection Systems

« Intrusion Prevention Overview

« Intrusion Detection Versus Intrusion Prevention
« Intrusion Prevention Terminology

» Network Intrusion Prevention Approaches

10. Network IPS Traffic Analysis Methods, Evasion
Possibilities, and Anti-evasive Countermeasures
» Network IPS Traffic Analysis Methods

» Network IPS Evasion Techniques

« Deploying Sensors in Promiscuous Mode

11. VTI Tunnel

12. Hardening: Establishing a Secure Baseline
« Essential Step for Microsoft Hardening

« Hardening Item in GPO

« HTTPS Running in Web Server

13. Windows Server 2012 Security (PartI)
» Windows Firewall

« Configuration ADRMS

* EFS

« Configuration IPSec

» NAP Essential and Basic Configuration

« Configuring L2TP VPN Tunnel

14.DLP

« Benefit of DLP
« Configuration DLP Solution
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