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SANS 507 (IT Audit Pro) - SANS cccwl o9 0,99
Auditing Networks,Perimeters, and Systems
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1 - The Process of Auditing Information Systems and Auditor's Roles : - Business Continuity and Availability Audit
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. » Progressive construction of a comprehensive audit program
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2 - Fundamentals of IT Governance, Policies, Risk Management : ¢ Vylnerability Scanning and Assessment
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IgT6 (lgSms, a b (yuizman | Layer 2 / 3 (Router & Switch), Firewall and other related
i infra Auditing
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3- Management Critical Security Controls and Monitoring - « Best practices for OS and other platforms configuration audit
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: e Servers audit (Active Directory , DNS servers, Mail
: L : servers, Web servers)
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Implementation Process © e Virtualization, Storage & Cloud Computing audit
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5 - Information Systems Operations, Maintenance, and Support  « Workstations, Laptops, Mobil’s audit
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