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Malware Analysis Tools and Techniques (SANS 610)
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Course Outline : 20499 (glgixo
Malware Analysis Fundamentals In-Depth Malware Analysis
* Assembling a toolkit for effective malware analysis * Recognizing packed malware
* Examining static properties of suspicious programs : » Getting started with unpacking
* Performing behavioral analysis of malicious Windows i » Using debuggers for dumping packed malware from
executables  memory

* Performing static and dynamic code analysis of malicious * Code injection and API hooking
Windows executables : o Using memory forensics for malware analysis

e Introduction to YARA ;
: Practical Malware Analysis Lab

Reversing Malicious Code * Behavioral malware analysis

* Understanding core x86 assembly concepts to perform * Dynamic malware analysis (using a debugger)
malicious code analysis * Static malware analysis (using a disassembler)
* [dentifying key assembly logic structures with a e JavaScript de-obfuscation

disassembler * PDF document analysis

* Following program control flow to understand decision * Office document analysis

points during execution * Memory analysis

* YARA Rule Creation
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