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Cisco ACS

Silwlaly o cuad Il 30
3L 3590 g JBla>

Requirement Type

Minimum Requirements

CPU

2 CPUs (dual CPU, Xeon, Core2 Duo or 2 single CPUs)

Memory

4 GB RAM

Hard Disk

A minimum of 60 GB is required.
Maximum storage is up to 750 GB.

Note ACS partitions the available disk space automatically during the installation
process.

Note It is recommended that you allocate the hard disk size to be greater than 500
GB for the secondary instance, which acts as a log collector.

NIC (Network
Interface Card)

1 Gb dedicated NIC interface

Hypervisor

e  VMware ESXi 5.0
e  VMware ESXi 5.0 Update 2
e  VMware ESXi 5.1
e  VMware ESXi 5.5
e  VMware ESXi 5.5 Update 1

S 50 Gy A il wCenter b
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¥ New Virtual Machine 2 M
1 Select creation type How would you like to create a virtual machine?
Y 1a Selecta creation ype Create a newvirtual machine Thiz option guides you thraugh creating a new virtual
machine. You will be able to customize processors, memory,
2 Edit settings Deploy from template network connections, and storage. You will need to install a
T T T Clane an existing virtual machine guest operating system after creation.
T T Clone virtual machine to template
2D -aelecla compuie resource
3¢ Selectston Clone template to template
L0 oelectsorage
A bl Convert template to virtual machine
2d Select compatibility
2e Selecta guest0s
21 Customize hardware
3 Ready to complete
Back Hext Cancel |

WS s DataStore 33 0353 a9 a8 Wzl virtual machine gl ol

Hh New Virtual Machine

2 n»
1 Select creation type Enter a name for the virtual machine.
(Vs 1a Select a creation type ICISCO A I
. . Virtual machine names can contain up to 80 characters and they must be unique within each vCenter Server W folder.

2 Edit settings

R T Select a location for the virtual machine.

- ~

2b Selacta compute resource | @ Search J

2c Selectstorage i:EJVC-F.'-;cp.IocaI I

24 Select compaibilty

2e Selecta guest0S Select a datacenter or VM folder to create the new virtual
S : machine in.
21 Customize hardware

3 Ready to complete

Back || MNext || Fir
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1S asiiie 394 03533 I ol 53 ppeile 1L oS ¢l Host

4 New Virtual Machine 2 »
1 Select creation type lfo- P 5
v 1a Selecta creation type
v [
2 Edit settings b @
.
Moo Sekdanameand pider L] Select a cluster, host, vApp or resource pool to run this
Y8 2b Selecta compute resource 4 % virtual machine.
»
+  2c Selectstorage
2d Select com patibility
2e Selecta guestOS
2f Customize hardware
3 Ready to complete
Compatibility:
@ compatibiiity checks succeeded
| Back Next | cancel |

S

ol s datastore Yo L9)"~>,=4 L)—'-ML" 0343 J—"*“

#31 New Virtual Machine

en
1 Select creation type VI Storage Policy: | None | = i ]
v 1a Selecta creation type The following datastores are accessible from the destination resource that you selected. Selectthe destination datastare for the
7 Edit settings virtual machine configuration files and all ofthe virtual disks.
vl 2a Selecta name and folder MName Capacity Provisioned Fres Type Storege DRS
+  2b Selecta compute resource 8
Pl 2c Selecisiorage =
2d Select compatibility
2e Selecta guest0S
21 Customize hardware
3 Ready to complete
=] ]
Compatibility:
O Campatibility checks succeeded.
| Back Next | Fmisn | Cancel

ESXi 5.0 (VM 3140 Joax 3do 59 s “da |y ESXi ¢ 45w b ACS &)gju A2y ¢ d>y0 4o
955 i 3Bl gly a8 e Slecidas |y ESXi 5.5 Update 1 (VM version 10) G version 8)

A8 Qs Joun 3o asud (pysT 31 dig oolal
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110105
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%,
)
o

45 Mew Virtual Machine 2) »

1 Select creation type The haost or cluster supports more than one Yidware virtual machine version. Select a compatibility for the virtual machine.

v 1a Select a creation type
2 Edit settings Compatible with: | ESXi 5.5 and later |~ @

2a Selecta name and folder This virtual machine (Vi version 10} provides the best pefarmance and latest features in ESXi 5.5.
2b Selecta compute resource
2c Selectstorage

2d Select compafibility

2e Selecta guest05

SESBVES

2f Customize hardware

3 Ready to complete

Back | Next

Cancel |

a8 wlsesl Other Linux (32bit) 1y C)T Sl g Linux 1y Jole @iucew 05 b ol 50

1 New Virtual Machine N

1 Select creation type |dentifying the gquest operating system here allows the wizard to provide the appropriate defaults for the operating system

installation.
v 1a Select a creation type

2 Edit settings

GuestOS Family: | Linux liza)
2a Selecta name and folder 4
Guest OS5 Version [ Other Linux (32-hit) | * ]

2b Selecta compute resource
2c Selectstorage
2d Select compatibility

2e Selecta guestOS

21 Customize hardware

v A% RS el A%

3 Ready to complete

Compatibility: ESXi 5.5 and later (VI version 10}

Back || MNext

Cancel

9 cpu 3laei CPU ylgi 33 fanl giloa cpedisla 4y 31381 o oot ladad b ey ¢ ddo o
AS Glsesl Ty Internal HT Sharing cawd 35 9 3039 5laS 30 ¢la core
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4 New Virtual Machine (7 M
1 Select creation type ( virtual Hardware | vi1 Options | SDRS Rules |
'  1a Selecta creation type —_— A
~ [ *cpu [ 1 |~ @ il
2 Edit settings ————— [
Cores per Socket (*) [1 |v| Sockets: 1
«'  2a Selecta name and folder R )
CPU Hot Plu Enable CPU Hot Add
'  2b Selecta compute resource : na H ~
i 0 - -
+  2c Selectstorage Reservation | | | | MHz | |
+  2d Select compatibility Limit | Unlimited |v| [mHz |~
v  2e Selectaguest0S Shares | Mormal |.| 1000 |v !

21 Customize hardware CPUID Mask [ Expose the NX(XD flagto quest | v] Advanced..

Siiesdviooomplels Hardware virtualization assisted virtua (i ]
Performance counters Enable vi
HT Sharing (*) [ Internal
Scheduling Affinity Hyperthreading Status:  Inactive
Available CPUs: 2 (physical CPUs)
Select physical processor affinity for this virtual machine. '
New device: — Salect |v] Add I

Compatibility: ESXi 5.5 and later (M version 10}

Back || Hext Finish | | Cancel |

Iy Disk Provisioning ¢ o3 9 4423 60 GB |y Hard glad ¢ liwe 9 sxas olaus! sy 4GB <Memory 3o
A8 sl Thick provision lazy zeroed

o Slestda ACS 1y 405 sl Thin Provision |y Disk Provisioning ¢ o3 ¢l gie zee 4y 14585
sl Performance g 325 5138 Thick Provision eager zeroed wdl> 33 3dlgi o L y0 .48
A8 e
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43 New Virtual Machine () n
1 Select creation type [\u’irlual Hardware | VM Options | SDRS Rules ]
v 1a Select a creation type = W “Memory =1
2 Edit settings 1 y
s RAM (%) |4 |vJ|GEl [+]
v 2a Selectaname and folder S -
Reservation | 0 |v| [MEI |vJ
"  2b Select a compute resource
. PR [1Reserve all guest memory (Al locked)
C Selectstorage — — S
Limit | Unlimited |,| [mB [+]
v 2d Select compatibility = 4 -
5 Shares | Marmal |v|

2e Selectaguest0S

2f Customize hardware | Memory Hot Plug

3 Ready to complete | ~ = *New Hard disk | '_|
Maximum Size 11.63 GB
I storage policy Monge - | @
Location | datastore | v.|
Disk Provisioning (*) Thick provision lazyzeroed
C) Thick provision eager zeroed
() Thin provision |
= i I i lannn bl |
New device: Select | v]

Compatibility: ESXi 5.5 and later (W1 version 10}

Back | Next

Cancel |

45 1581 E1000 |y Adapter ¢ 95 9 44l (iakas Connect at Power on S 51 Network 5
A e Sty |y VMXNET3 g VMXNET2 (Enhance) glaygnlal 51 SO gt ACS 1S

& 4235 New Device wuaud 3l dxbo ualy 53 aled 50 .08 o Slaciin 1y 4 NIC B ACS 1455
AS ol [y Network

$ New Virtual Machine N
1 Select creation type ( virtual Hardware | vi1 Options | SDRS Rules |
v 1a Selecta creation type —_— 1
» [ *CPU 1 |~| @
2 Edit settings — - |
» il *Nemory |4 |vHGEI |v‘
v 2a Selecta name and folder / |
o L T [ A
'  2b Selecta compute resource » &2 "New Hard disk |50 7] lGE' |'J |
«  2c Selectstorage | » @, New SCSI controller Ll Logic Parallel
- |
«  2d Select compatibility + [ "Hew Hetwork | VM Network |~ }
|
+  2e Selecta guestOS Status [ Connect At Power On
7 - |
2 Customize hardware Adapter Type | E1000 -]
—_— |
3 Ready to complete MAC Address | Automatic |~ |
st | E6) |
| - -
| » (8) New CD/DVD Drive | client Device |.J Connect..
| - |
[ v Mew Floppy drive [C\ientDevice |vJ Connect...
= \ |
» [E video card | Specify custom settings | vJ
b 3 VNCH device [
|

v Other Devices

Mew device: e | _J

Compatibility: ESXi 5.5 and later (Wl version 10}

Back || MNext Cancel |
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e

Cisco ACS L 45

Active 33 3185 5390 1338 ACS b 518 31 L8 | cnl diuslg jgaiy9 Active Directory b MalS ACS 5.x
Aoy way el Directory

roslazl LB ¢lo @i J8las

Cisco Secure ACS5.3 o«
Microsoft Windows Server 2003 Domain e

s 2daw by User g bo @S 0 (8320 ACS 4 |y Active Directory 3o  User gl d>ys 3o
oS 5o ol e Sl gl 6358 9 Admin olgie 0 So- Ciglasa

Az9d 3ylg ACS GUI @ Admin x5 L .

1S sl 1y Users and Identity Stores > External Identity Stores > Active Directory .Y
oo jlgge 3oy 9 63098 pU g Active Directory Domain Name 35S 3ylg 31 s o
A8 Jol> lyabl ya5 5550 Domain 4 JLail
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Please specify the credentials used to join this machine to the Active Directory Domain:
@ Usemame: training

© Password: sssssssssnas

You may use the Test Connection Button to ensure credentials are comect and Active Directory Domain is reachable
_Test Connection |

Click on "Save Changes' to connect 1o the Active Directory Domain and save this configuration. Once you have successi
can select the Directory Groups and Directory Attributes to be available for use in policy rules.

End User Authentication Settings

Y] Enable password change

¥l Enable machine authentication

[*! Enable Machine Access Restrictions
Connectivity Status

Joined to Domain-mcsS5.com Connectivty Status:CONNECTED
Save Chanaes: | Discard Chances- I Clear Confiauration. IR

AuS bl 1y Select g 4.8 SIS Directory Group <3 3 .Y
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Dnuwgmmuhuhctodmﬁumﬁbenﬁdﬂounwmmgmmmnﬁmsn
policy rules. Click 'Select’ to launch a dialog to select groups from the directory.

Selected Directory Groups:
Group Name

EdtV || Replace || Deselect |
Group Name

Example for group format -
cisco.com/Users/Domain Users

8 = Required fields

A4S S Save 3 9 . auS sl 1y 3L ay90 glo 0gyS ¥

-

Search Base DN DC=MCS55.DC=com

Saarch Filter (6o ]
[l Group Name » Group Type
1 MCS55 comUsersDomaln Guests GLOBAL 8

KICSSE com/lisarsTletwork A

MCSAS comUsarsMetwork Mamtanance Tean L8

[l MCS55 comvUsers/Schema Admins UNIVERSAL

I@
Use * for wikdc ard search (i.e. admin®) -
Search fiter applies to group name and not the fully qualified path.
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| General | Directory Groups | Dweclory Allibutes |

Directory groups must be selected on this page 1o be available as options in group mapping conditions in
policy rules  Click "Select’ to launch a dialog to sefect groups from the directory

Selscted Direclory Groups.

MCS56 com/Users/MNetwork Admins

Users/Network Manlenance Team

[ Add A ” EdaV | Reﬁaceﬂ_[ﬁuﬂmlm
Group Mame

Example for group format -
cisco comdUsersDomain Users

@ = Required fields

access service ¢ 95 9 3293 Access Policies > Access Services > Service Selection Rules .0
Default Device Admin ¢ o3 3| 45 5o 0 oslaiwl TACACSH 3l dllda ol 3o oS gy ly ag

,c.u.al
-

9 .S =il 1y Access Policies > Access Services > Default Device Admin > Identity .#
A4S Save o ..aS vl |y AD1 ddentify Source 3o
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Fiter: = Machi® - Go | w

| Hamw o Desuopive

0 Ch Usemene  Predeined Calificale fu. enlicaliv Fiulie
@ DenyArcess

o Intemzl Fosts

o Flemsl Users

L B Uzma n Contro ler LJAF

@ NAG Profiler Dzfait Entry for NAG Profler

0 scfewors THIS IS KOT JSED nic 2011.1" 22

o salewy dHas

[14] "] Page 1t [»1[w]

wbsl 1y Access Policies > Access Services > Default Device Admin > Authorization .V
A8 SIS Customize 3 9 18

Y anlg ¥ dib  VFY 300 Lugasd o laas s ¢ silgy geudd UL 3l sy dyaodle UL
MSOYYY : uSB « MTIAVA L (iigal iyl « AASOVIA-Y. : al



pLoyl LS sy

aSeds egiale 031338130 syl o b c oygliaccleMbl ¢yold Laasi sla o9y sauS)l35 s

| Clear Fllsi Ga | »
Rasults
Shiel Frolile Command Sets

Siotus  Neme
tie data o displey

= O Defau ¥ o rulas dofined or no erabled nde matchas  Fami Accezs  DenydICommands

Ciate=al=| | Oupicate . | = || Ede || Delete || A | Maeis

s hamee

«Customize Results iy 3l 9 AD1:ExternalGroups Customize Conditions iz 33 A
AxS sl Command Sets o Shell Profile

Customize Conditions

Available: Selected:
ACS Host Name “ AD1:ExternalGroups a
Authentication Method 5

Authentication Status
Compound Condition
Device Filter

Device IP Address
Device Port Filter b
Eap Authentication Method —
Eap Tunnel Building Method <«
End Station Filter ! hd

Bk

Customize Results
Available: Selected:

i Shell Profile a
- |Command Sets

-

gEaE

<«

S Gayyei pas Rule U aeS SIS Create oy 32 8
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* Maich# Eqals = Enatiled - l'JnrlFlIc!l[..G. -

- Conditions Results
e AD1T ExtermnaiGroups Shell Profle Comvrand Sels o

No dats lo display
= I Delziht W no nulas definad or no apabled rule matches  Pemil Access  DenyAlCommards 0

| Edt | Delete || A || Mowe 0.

axinly ppasl sayias plaw a3l S 298 9 1S SIS Select 3s AD1:ExternalGroups 33 .\
AS ol Ty sl

General
Mame: H._le-1 “atus: Lnabled « @

The Custamize hidier inthe lvwer A9 aea of ™2 paicy niles steen contmols which poliey
condtions and results are avalable here for use in pol ¢y rules.

Condilivns
¥ AU Lxtemzitrzups:
coctainz any -

8 || Dezelect | Ciea-

Results
ShylFiofie.  Pennl Accuss [ Suleut |
Coamrand S=1a-

|

K|
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Filter: ~ Match if: -

[ Enum Name i

[[]  MCS55.com/UsersiMistwork Maintenance Team

[ JPae 1t -1

A8 Gl uasl 0955 ¢y |y Create g 1.uS SIS Select g9y 3 Shell profile 33 .\

CA The Gustomize numnn ntke lownr right area of the pol ry niles screen controls waick poliny
condizcrns erc results are svaiable here for use in polizy rules.

Conditions
AY Sxtema Gmops:
ConlLsins sny -

MZ355 comfJszisihslourk Adiing i

I S oct IIDoc:Ioc:]' G oar

HResults e
Ehel Mefila: Marmic 4ncess | __Sﬂlm;k
Commznd Setz: :

[=]

[~]

K2

| x|

I_ Seleet | Deseecr

Filter: + Match if v [Go|w

Name =~ Description
©)  DenyAccess
T Permit Access

gilu ] | Duplicate | [_Ed?l rtﬂgl [1] I;I Page 1 of1

b 4

)
l

;
|
i
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s~ Description) ..«ug9x Description 1L8 o lai> g 38 Ol awl General Tab s )Y
9 4 Document s4o¥ glsy oo @ 9 4 Mo 53 el @819 31 g Leusy 53 WilgS
(WS Lo Sl KaS .

Ir General 1 Cnmnm@asks lp{iﬁstum Attributes |

& Name: Full-Privilege

Description: To push default privilege 15 for 10S)|

& = Required fields

a3l s siws xhaw ede 4y Privilege Level caud 33 g 408 SIS Common Tasks < 33 )Y
A8 o=l 10 Value U 1y Maximum Privilege ¢ Default Privilege 4w a3l 0935

- General | Common Tasks || Custom Attributes |
Privilege Level

Default Privilege: Static »  Value 15 ~
Maximum Privilege: Static - Value 15 =
Shell Attributes

Access Control List: Mot in Use -
Auto Command: Mot in Use «

No Callback Verify:  Not in Use ~

No Escape: Mot in Use «
No Hang Up: Not in Use ~
Timeout: Not in Use ~
Idle Time: Not in Use -
Callback Line: Mot in Use «
Callback Rotary: Not in Use -

& = Required fields

S S OK 33 g 0SS Gl Ty @l o jucen VF

Yaslg Y aids YPY AV« ugasd oylaust b ¢ @3lgs st oLt 3l oy dyiodle o LLs
M-SOYYY WS« MTIAVA: (ijgal o ladyls « AA-SOYIA-Y. : als
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Filter: ~ Match if: - Go | &=

Name ~  Description
) DenyAccess

O Full-Privilege To push default prvilege 15 for [0S |

@ Permit Access

| Create | | Duplicate | | Edit | | Delete |

Create y Cisco I0S sla Command jgoo sl ¢lys 9 1S Select <Command Set 3 .10
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0,

T The Customize vman 0tk lowar right arca of the pol ey niles sereen confrals waeh poliny
condizcrs nc results are evai'akble here for use in policy rules.

Conditions
[ A7 Estema G ps
Cutlsins sy -

M85 LomfJs=ishslwork Aabizing

| Secet | Desclec: | Coear |

Results =
Ehel Drofilss Ful =vlana Helent

Commznd Serz:

Selart Maselpct
Cancel lep

 Command Sets

Filter » Match o - Go W

]  Command Set Name »  Description

M DenyAiCommands
Creste. || Duplicate | Edit | [ Delete | | [ FileOperations | [ Expon | (14 <] Page 1of1 [»] ¥

ok | Cancel Help.
S aS adly pradre L Suggn Description L8 o lais g auS bl aw! Generalys V¢
AxS S Submit 3 9 sy Permit any command that is not in the table below

Yaslg Y aids YPY AV« ugasd oylaust b ¢ @3lgs st oLt 3l oy dyiodle o LLs
M-SOYYY WS« MTIAVA: (ijgal o ladyls « AA-SOYIA-Y. : als
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o Mame: Ful-Access
Descrption:

& Farmit amy command that 1s not in the tabls balow

Grant Command Arguments I

[iAdd AL [ EciV | Replacen [ Deleta |

Grant Comrrand Arguments
Papmit -
Selee! CommandiArguments lram Command Sel DenyAllCommands ~

=

Filter: ~ Match if - [ GuJ v

Command Set Name a Description
DenyAllCommands

[ Create | [ Duplicate | [ Edit | [ Delete | | [ File Operations | [ Expott ]
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01,01
Carrier Di

Filter: ~ Match if - LG"J v

Command Set Name ~  Description
DenyAllCommands

| Create | | Duplicate | | Edit | [ Delete | [ | File Operations | [ Export |

RED

A8 el s Rule Slociin 095 (gl caud pl 53 Jl> Y

= Moichil Equals ~ Embled v CowFls  Ga | ¥

Resulte
Shell Profils  Command Sats
% centsins amy (MCSEE comUsersotwork Admins)  Ful Pilege  Full Access 0

it Counl

1 no rules defined or ne enabied ruls malches. Permt Access  DenyAlCammands 0
Edt || Delete || A | Mowilo,. | ° | customze || it Count

sty ey pdas Gl 45 2938 o 48 SIS Select 33 AD1:ExternalGroups 33 A
AS olsasl Ty sy aials
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zeneral
Mzme: Rule 2 Stacus: Enablzd -8

| he Customize button 11 tha ower nght area of the policy rules screen contrels which policy
condiivns 2wl 1gsuls ae dvalabe leie T use o policy wes.

Condltlons
AD1 Exsinal Groups.
cnnfRns HI'I"II' Sk

[ M%J[Eﬁeul][ Clear |

Resinlts
Soull Pwile. Pl AcLuss | Sulew. |

Comma-d “sets:
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Enum Name
MCS55 com/Users/Network Admins

| MCS55 com/WUsers/Network Maintenance Team
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A8 olsesl Jledio 0955 ¢l |y Create 9 1S SIS Select g9 3 Shell profile ys )3
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The Customize button in the lower right area of the policy rules screen conirols which policy
condttions and results are available here for use in policy rules

Conditions
¥ ADVExtemaiGroups:
contains any v

MCS55 com/Users/MNetwork Mamtenance Team

Select | Deselect | Clear |
Results

Shall Profile: Permit Access \Aﬂl—

Command Sels.

m

Select | Dezslect

_OK | Cancel | Help
Shell Profiles
Filter: ~ Match if: - Go | *
Name ~  Description
DenyAccess

. Full-Privilege To push default privilege 15 for 1I0S
3 Permit Access

Creates)| Duplicate | [ Edit | | Delete |

0 [ Cancel |

Axasois Description aLd 33 lais> g 408 sl awl General Tab s Y-
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Carrier Digit

General T—Corrmogl;ll'asks ]r Custom Attributes T

& Name:

Limited-Privilege

Description: To push default privilege 1 for I0S

& = Required fields

9 Default Privilege Privilege Level wwaud 33 g 405 SIS Common Tasks <3y .Y)
xS ol 0 g Y Value w3 4 Maximum Privilege

;r General || Common Tasks ” Custom Attributes |

Privilege Level

Auto Command:

No Callback Verify:

Callback Rotary:

Default Privilege: Static * Value 1 -
Maximum Privilege: Static »  Value 15 «
Shell Attributes

Access Control List: Not in Use ~

Not in Use -

Not in Use -

No Escape: Not in Use +
MNo Hang Up: Not in Use ~
Timeout: Mot in Use ~
Idle Time: Notin Use =
Callback Line: NotinUse ~

NotinUse +

& = Required fields

| Suhmité |[ Cancel |

S S OK 33 g aS ol Ty @l o e | YY
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Filter: + Match if v Go | *

Name «  Description
DenyAccess

©
1 Full-Privilege To push default privilege 15 for I0S
)

Limited-Prvilege  To push default privlege 1 for I0S
1y Permit Access

| Create | | Dupiicate | | Edit | | Delete |

(o ] Come

Create y Cisco IOS sla Command joze slaul glys 9 1S Select .Command Set s .YY
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arner Digit

v The Customize button in the lower right area of the policy rules screen controls which policy
conditions and results are available here for use in policy rules

Conditions
¥l AD1.ExtenalGroups

-

contains any

MCSES5 com/Users/Metwork Maintenance Team

| Select Deselect || Clear
Results
Shell Profile:  Limited-Privilege [ Select |

Command Sats

! OK ‘ Cancel |

; Help

Command Sets

Filter:

» Match if - Go | ¥

] Command Set Name a  Description

= DenyAllCommands
[ Full-Access

Crea% l Duplicate Edit Delete | | [_File Operations i | Export ]

OK _Cancel

S oS apinly adne dwgi Description aLid o lais g auS Ol ewl Generalys (YY¥
Iy Permit ¢ <35 Grant 33 9 103 Permit any command that is not in the table below
9 36 3ylg Arguments 1Ld 3L 3590 Wygo 33 9 a5 3390 Command ALd g 4eS ol
AS SIS Submit g 33T 33 asS delsl BEXCSEY)
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1 0,
|
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Carrier Digit

General

@ Name: Show-Access

Description:

[7] Permit any command that is not in the table below

Grant C d

Add ‘1* Edit V Replace A Delete

Grant Command
Permit » show|
Select Command/Arguments from Command Set:

| Submit | | Cancel ]

Arguments

DenyAllCommands «
| Select
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General

& Name: Show-Access

Descnption:

Permit any command that is not in the table below

Grant Command Arguments
Permit | show

Permit | enable

Permuit exit

[ Addn ][ Edtv |[Replace | [ Delete

Grant Command Arguments

Permit -

Select Command/Arguments from Command Set: DenyAllCommands ~
Select

|[ mwl[ Cancel |
N S 0353 |y o ploul Olagda v
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Filter: + Match if +| [lGe | v

Command Set Name a Description
DenyAllCommands

7] Full-Access

| Create | | Duplicate | | Edt | | Delete | [ | File Operations | | Export |
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The Customize button in the lower right area of the policy rules screen con
conditions and results are available here for use in policy rules.

Conditions
¥l AD1:ExtemalGroups:
contains any -

MCS55 com/Users/MNetwork Maintenance Team

Select || Deselect H Clear

Results

Shell Profile: Limited-Privilege Select
Command Sets:

.

| Accest Palidas > Acress Sanicas > Default Dovce Admr > Aulnmka:im]
Standard Policy) Excention Police
Devica Admi; g on Policy
Fiter: Status ~ Matchit Equals ~ Enablad v | Clearfikter |/Ga  w
Conditions Results
St Name Hit Court:
g = ADTExtamalGroups Shall Prefila Command Satz
1 B e Fule 1  contsing amy (MCS55 comUsersMetwork Adminz) FullPriviege Ful Accesz [
2 I 2] Eule-2  conlsing ey [MCS55 comdUsemsMetmork Mainlenance Team)  Umilsd-Piviece  Show-Sccess [
= O Dekuk If na rules dafrec orno anahied nila matohas Parmt Access  DenygdliCommands 0
Duplicste. | » || Edit Delote | | Movo ta [ Custerize || It Coume
I ssoe changen 1 s Cranass |

Cisco IOS s 193 Network Resources > Network Devices and AAA Clients sl 4 Y8
S Cewys i
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INmm: Resources > Network Devices and AM Clients |

 Network Devices ]
Filter: 1P Address » Match if Equals v 192168267 ClearFilter | Go | ¥
MName ~ IPAddress Description I

NDG:Location NDG:Device Type
No data to display

Cfeatgb' V Duplicate Edit

Jelete

o

| File Operations | | Export

A8 2ol g 38 35lg TACACS+ 9 Shared Secret JIP Address .Name gla A& YV

Ilmkﬂgmm » Network Devices and AAACHignts » Qtﬁl
Narme lab-routes
Jescnpbon
Network Davice Groups
Location All Locations Select
Device Type All Dewce Types Selecl |
IP Address Authentication Options
& Single IP Address 1P Range(s) By Mask P Rangeis) ¥ WHCACSe
IP: 192.168.25.7 Sharac Sacral eessesse Show |
Single Connect Davice
* Legacy TACACS+ Single Connecl Support
TACACS+ Drat Comphant Sngle Connect Suppen
wRADIUS |
Shared Secret. | Stow |
Cah port 1700
Reouired fiolds
II Subeml I[ Cancel

9 Authentication gl oK ucs gl Luylgss g dan a3l8

Authorization
S sl oS ualons 3o gl Wb awyiws e b sl gy el -

username admin privilege 15 password 0 cisco123

Moo 34 web-console b S IP 4ylaa) s.a35 13 ACS 4 bgsya IP g S enable |y AAA -Y

(A9 0
aaa new-model

tacacs-server host 192.168.26.51 key cisco123

Caiews |y TACACS yoyus 5195 s0 oS uce uatl g LT a5 0eS el -¥
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test aaa group tacacs+ useril xxxxx legacy
Attempting authentication test to server-group tacacs+ using tacacs+
User was successfully authenticated.

At 39 30y 9 63135 AU ey 4y XXxXX g user] 45 3uS 49l 4SS

9 Exec 3 authorization g 3.8 slul Iy authentication g suas aladl |y login Kails -¥
aS K38 1y command

aaa authentication login default group tacacs+ local

aaa authentication enable default group tacacs+ enable
aaa authorization exec default group tacacs+ local

aaa authorization commands 0 default group tacacs+ local
aaa authorization commands 1 default group tacacs+ local
aaa authorization commands 15 default group tacacs+ local
aaa authorization config-commands

sl o e
32 9 258 3yl esl 6355 b Telnet dayb 31 loCisco 10S 31 SO 4 wusd gl )
S Lol Gluabl a8 swyiws 316 asS el 1y ¢l command

7ith CNTL/Z.

9 o35S lg oilal &S ola command g wugd 3yle Slecriny swyiws g8 L > ¥
slas by sylasojlsl a5 sl Command a8 S 1y syl ol S sla C)T L
A2 o ialad Command Authorization Failed
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1nn FA11e9.

x -arlt
3319 Monitoring and Reports viewer i 43 9 a39 3ylg ACS GUI o 4y Y
o8 Oldas g S wlsesl |y AAA Protocol >STACACS+Authorization .4 g
AeS |y Plectin g mesl 0955

Lausch Latarnctrvs Viewsr

Shewirs Page 1 af L Cote Puge:| Ga

AAA Protocol > TACACS+ Authorization

Auronization Stalus . Pass or Fai

Diale June 08, 2012
Ue d on Junie 8, 2012 11:57:34 AMIST
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ACE View e - Usar Matwork
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