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Security Essentials + CEH/Kali Linux
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Security Essentials (SEC 301 + SEC 401) Ethical Hacking ( CEH+Kali )

Network & Security's Foundation
1. Network types (LANs, WANSs)

2. Network topologies
3. LAN protocols
4. WAN protocols

5. Network devices

1. Introduction to Ethical Hacking
2. Footprinting and Reconnaissance
3. Scanning Networks

4. System Hacking

5. Trojans and Backdoors

6. Viruses and Worms

6. Authentication vs. authorization A B

7. Defense in-depth 8. Hacking Web Applications
9. SQL Injection

10. The Metasploit Framework

8. Pentagon of Security

9. Packets and addresses
10. IP protocols

11. TCP

12. UDP

13.ICMP

14. DNS

15. Vulnerability Scanning

11. Bypassing Antivirus Software

16. Firewalls

17. Penetration Testing :
18. Cryptography (Symmetric, Asymmetric, HASH)
19. Permissions and User Rights
20. Auditing

21. Backups
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