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Course Outline :

CCNA Security 210-260 Part 11

Virtual Private Networks (VPN)

* Implementing SSL VPNs Using Cisco ASA

Cisco Firewall Technologies and Intrusion Prevention Systems
* Understanding Firewall Fundamentals

* Implementing Cisco I0S Zone-Based Firewalls

* Configuring Basic Firewall Policies on Cisco ASA

* Cisco IDS/IPS Fundamentals

Content and Endpoint Security
* Mitigation Technologies for E-mail-Based and Web-Based Threats
* Mitigation Technologies for Endpoint Threats

CCNP Security PartII

* Implementing Cisco Secure Mobility Solutions
(SIMOS 300-209)

Secure Communications
Site-to-site VPNs on routers and firewalls
¢ Describe GETVPN

Implement remote access VPNs

* Implement AnyConnect IKEv2 VPNs on ASA and routers
e Implement AnyConnect SSLVPN on ASA and routers

* Implement clientless SSLVPN on ASA and routers

* Implement FLEX VPN on routers

Troubleshooting, Monitoring, and Reporting Tools
Troubleshoot VPN using ASDM & CLI

¢ Troubleshoot IPsec

¢ Troubleshoot DMVPN

* Troubleshoot FlexVPN

* Troubleshoot AnyConnect IKEvZ2 and SSL VPNs on ASA and routers
* Troubleshoot clientless SSLVPN on ASA and routers

Secure Communications Architectures

Design site-to-site VPN solutions

¢ Identify functional components of GETVPN, FlexVPN,
DMVPN, and IPsec

* High availability considerations

* [dentify VPN technology based on configuration output
i Design remote access VPN solutions
: » Identify functional components of FlexVPN, IPsec, and

* Fundamentals of VPN Technology and Cryptography Clientless SSL
* Fundamentals of [P Security - » VPN technology considerations based on functional
* Implementing IPsec Site-to-Site VPNs : requirements

i » High availability considerations

i o Identify VPN technology based on configuration output

: o Identify AnyConnect client requirements

: » Clientless SSL browser and client considerations/

: requirements

i » Identify split tunneling requirements

i Describe encryption, hashing, and Next Generation

: Encryption (NGE)

: » Compare and contrast Symmetric and asymmetric key algorithms
: » Identify and describe the cryptographic process in VPNs
i « Describe PKI components and protection methods

: e Describe Elliptic Curve Cryptography (ECC)

: » Compare and contrast SSL, DTLS, and TLS

* Implementing Cisco Threat Control Solutions
. (CITCS 300-207)

Content Security
i e Cisco ASA 5500-X NGFW Security Services
: ® Cisco Cloud Web Security

* Implement IPsec : » Cisco WSA

* mplement DMVPN * Cisco ESA

* Implement FlexVPN :
: Threat Defense
. » Network IPS

* Configure device hardening per best practices

: Device GUIs and Secured CLI
. » Content Security

i Troubleshooting, Monitoring, and Reporting Tools
: » Configure IME and IP logging for IPS

i » Content Security

: » Monitor Cisco Security IntelliShield

Threat Defense Architectures
i » Design IPS solution

: Content Security Architectures

i » Design Web Security solution

i » Design Email Security solution

i » Design Application Security solution
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