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Course Outline : 10590 (§lgixo
CCNA Security 210-260 Part 1 Troubleshooting, Monitoring and Reporting Tools
i » Monitor firewall using analysis of packet tracer, packet
Fundamentals of Network Security ; capture, and syslog
* Networking Security Concepts d
e Common Security Threats Threat Defense Architectures

i » Design a Firewall Solution

Secure Access » Layer 2 Security Solutions
* Implementing AAA in Cisco 10S _ - -
* Bring Your Own Device (BYOD) : Security Components and Considerations

. » Describe security operations management architectures
* Describe Data Center security components and

i considerations

i » Describe Collaboration security components and considerations
-« Describe common IPv6 security considerations

Secure Routing and Switching

* Securing Layer 2 Technologies

* Network Foundation Protection

* Securing the Management Plane on Cisco [0S Devices
* Securing the Data Plane in I[Pv6

* Securing Routing Protocols and the Control Plane -+ Implementing Cisco Secure Access Solutions

. (SISAS 300-208)
BENP SEETRy LRl Identity Management and Secure Access
. » Implement device administration

* Implementing Cisco Edge Network Security . poccripe identity management

Solutions (SENSS 300-206) : » Implement wired/wireless 802.1X

* Implement MAB
Threat Defense : « Implement network authorization enforcement
* Implement firewall : » Implement Central Web Authentication (CWA)
* Implement Layer 2 Security * Implement profiling
* Configure device hardening per best practices : « Implement guest services

. » Implement posture services

Cisco Security Devices GUIs and Secured CLI Management : * Implement BYOD access

* Implement SSHv2, HTTPS, and SNMPv3 access on the _

network devices : Threat Defense

« Implement RBAC on the ASA/IOS using CLI and ASDM | * Describe TrustSec Architecture
* Describe Cisco Prime Infrastructure :

* Describe Cisco Security Manager (CSM) : Troubleshooting, Monitoring, and Reporting Tools
* Implement Device Managers i » Troubleshoot identity management solutions
Management Services on Cisco Devices . Threat Defense Architectures

» Configure NetFlow exporter on Cisco Routers, Switches, and ASA * Design highly secure wireless solution with ISE
* Implement SNMPv3

* Implement logging on Cisco Routers, Switches, and ASA
* Implement NTP with authentication on Cisco Routers,
Switches, and ASA

* Describe CDP, DNS, SCP, SFTP, and DHCP

Design Identity Management Architectures
: » Device administration

i o |dentity Management

i » Profiling

i » Guest Services

: » Posturing Services

: » BYOD Access
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