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Course Outline : 10590 (§lgizxo
SEC 572 Logging
« Syslog
Off the Disk and onto the Wire ¢ Microsoft Eventing
« Goals of Forensic Investigation e HTTP Server Logs
» Network Forensics Investigative Methodology e Firewall and Intrusion Detection Systems
» Foundational Network Forensics Tools: tcpdump and e Log Data Collection, Aggregation, and Analysis
Wireshark
» Network Evidence Sources and Types Encryption and Protocol Reversing
* Web Proxy Server Examination e Introduction to Encryption
e Network Architectural Challenges and Opportunities e Man-in-the-Middle
» Packet Capture Applications and Data e Traffic Flow Analysis

e Network Protocol Reverse Engineering
NetFlow Analysis, Commerical Tools, and Visualization :

¢ NetFlow Analysis and Collection Network Forensics Challenge

» Open-Source Flow Tools » Network Forensic Case

e Commercial Network Forensics e Analysis using only network-based evid
» Visualization Techniques and Tools e Reporting

¢ Dynamic Host Con8iguration Protocol (DHCP) and Domain
Name Service (DNS) 5

Network Protocols and Wireless Investigations
e Hypertext Transfer Protocol (HTTP)

* Network Time Protocol (NTP)

» File Transfer Protocol (FTP)

e Wireless Network Forensics

 Simple Mail Transfer Protocol (SMTP)

e Microsoft Protocols
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