h“‘m & E\\

'
(- 01010

Carrier Digit

bl ) sl a5 gl g o i o gl

g_s*i")'ﬁ*"i slroygs0aiS 5 ng

ag.oa + elsa ‘o éol-” 0399

CEH v9 & CAST 614 Advanced Network Defense

EC-Council :ewpslas! CCNA L5 ey 0+ (eelw) s

=5 EC-Council Mot - Ot  —o—uy ool pLS Ls

L 0,90 Blual & 693 D prom
e 55 b BT B lal 4 EC-Council [lab , o50 g0 51 cadls « o)58 ol
POC &30 45 3)lS 5 oMlas b as L] CAST 614 Advanced Network Defense ; CEH v9
g 5 iyl b e i ool gl et 5 53,15 ptlie e sl b T (2905 53 45 wilise

~ st‘kﬁsﬁdbajé"d)‘uwﬂosow‘ wl;oaﬁY.aw

TMG Jlsplé ol slo 0,515 L olis] o ’ ’
odle Hlgzeiils gogine aily,, LS g alos pdlio 4 o) o2 O jg0
5l 5l ol (sl ISl w0 Koo LT 545 (slady, b Sl

i 5 Sgo a T 5 [, TMG aiile b Jls s slo 9,515 laascs

sl Slles &)50 4 IPSEC (zen cogo 505 manli b 5 2,500
ool b los (aleaTe gl 358 cod (ngi (slo ST L (bl gt
sl U5 BT 5l eolial b g g po DLl (bl « Loyg s (53l
dle cjgel 0490 ol dins OIS 51 s (K Joe )5 Lol en
20,90 Ol jlatel &y
(Los) D i gyt pllas S 0,001 § 550 o
(RPN W PYUSINCRVIICICEA IS YA P CRP- V- EJUR YLNRUR UYL Uy DR
Slejsail Jle slygs o
az )5 ely anlad 08 wulis dnzr 5 coll o
e SR p g )8 Sl Y 5l 6 S 0 e 10,90 olblro &y
who sloego 53 spam il b ous anli 5 o yzme w505 o0 : }
0,58 8l (el o 5 jae 2l 0 gz (eIl s 5051 (6555 0 Sl
5,8 099 CEH

- | -
dgd Cund laasie
Al LIS sl o5 dawgs oals b
ol G psbie

www.Cdigit.com

Accredited by W | f’b)‘ )Q)lf @ gl 5‘ . u’)‘ Sy GQL" . ; Lo »
CARRIER DIGIT 00,5 Ll o jglasas pb st ool i 5L 5o lala)

Computer Software LLC

k ANCFOYYY: (ST AACEYY YAt 590l e il YEY SO ¢ ugd ) oyleislos « Sl g (LS 51 o dyaodle (s 2 ol o5 EC-Council )




Carrier Digit

sel (slooy93 0015 38 15

Course Outline : 10,99 (§lgizxo

CEH v9 + CAST 614 Advanced Network Defense | Footprinting using Advanced Google Hacking Techniques
» Google Advance Search Operators

Module 01: Introduction to Ethical Hacking « Finding Resources Using Google Advance Operator
Information Security Overview « Information Gathering Using Google Advanced Search
» Essential Terminology

* Elements of Information Security Footprinting through Social Networking Sites

e The Security, Functionality, and Usability Triangle | Mirroring Entire Website

Website Mirroring Tools
Information Security Threats and Attack Vectors | Extract Website Information

* Top Information Security Attack Vectors Monitoring Web Updates Using Website Watcher
e Information Security Threat Categories WHOIS Footprinting
 Types of Attacks on a System WHOIS Lookup
e Operating System Attacks DNS Footprinting
e Misconfiguration Attacks Extracting DNS Information
* Application-Level Attacks Footprinting through Social Engineering
* Examples of Application-Level Attacks « Collect Information Using Eavesdropping, Shoulder
* Shrink Wrap Code Attacks Surfing, and Dumpster Diving
) e Maltego
Hacking Concepts, Types, and Phases LAB: Information Gathering
e What is Hacking
e Who is a Hacker?

Module 03: Scanning Networks

» Overview of Network Scanning

¢ TCP Communication Flags

e Scanning Techniques

¢ Check for Live Systems

¢ Check for Open Ports

e Banner Grabbing

¢ Scan for Vulnerability

LAB: Vulnerability Scan & Open Port and Service
Detection

» Hacker Classes

» Hacking Phases

* Reconnaissance

¢ Scanning

¢ Gaining Access

e Maintaining Access
e Clearing Tracks

Module 02: Footprinting and Reconnaissance
What is Footprinting?

e What is Footprinting?

« Footprinting Methodology

» Footprinting through Search Engines

e Finding Company’s Public and Restricted Websites
¢ Determining the Operating System

* People Search Online Services

* People Search Online Services

« Footprinting through Job Sites

Module 04: System Hacking

e Cracking Passwords

« Escalating Privileges

e Covering Tracks

 Antivirus-Bypass (Advance Backdoor Creation)

» Exploitation

¢ Scan for Vulnerability

» Key Logging

LAB: Attack to System, Privilege Escalation and
Custom Backdoor Creation
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Module 05: Web Hacking ¢ Demilitarized Zone (DMZ)
« Types of Firewall

e Webserver Concepts
P e Packet Filtering Firewall

* Web App Threats e Circuit-Level Gateway Firewall
* SQL Injection * Application-Level Firewall
« Cross-Site-Scripting ( XSS ) e Stateful Multilayer Inspection Firewall
o LAB: Firewall Configuration (Access Rules, WEB Server
 Authentication Bypass L.
Publishing)
« Scan for Vulnerability
e Parameter Tampering Module 07: Hardening Windows Server
LAB: Attack Web Server (SQLi, XSS, Authentication Bypass) | ° NAP (DHCP)
* [PSec
« Security Compliance Manager (SCM)
Module 06: Firewalls & Configuration and Advance Filtering | | CA
* Firewall « IS Security
e Firewall Architecture LAB: Configuration (SSL Configuration, NAP, IPSec)
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