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skl aS b swolod azezy)b lo 9 351000 10g slaug, wwlod Shu Llgs s aS L auiwl 55 wowlio Llgi o TACACS+
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S osly Ve Ewsw Sgy v 1) SSH alied 9 05,55 oslaiwl Telnet 51 Sl il gud v aS cownl ol

dlgs 03> lowws @y (S3950l 9 2ul, Sla image wswlod ()l VU awisw Sy 0 il crypto-enabled as sl image ,3| (si>
locs Jugw .S skl Admin ;8 Sl 3,8 @ a=io password g username &b adiuod .ausS SSH Ul gwgw 4 as sls
Al Js a |) Telnet g 05,8 Jled | SSH cowslgs auslgs

150w Jl=d £ |, Telnet g 03,5 JI=d |, SSH 9Swww Native I0S Ss, v

(@] BT VWL

Ologi

Username admin1 privilege 15
password 0 Admin-Password

Creates an administrator called
adminl. Repeat for every admin

aaa new-model

aaa authentication login default local

aaa authorization exec default local

aaa authorization network default local

aaa session-id common

Sets to AAA mode using a local database.

ip domain name MyDomain.com

Creates a name used for certificate

crypto key generate rsa

Generate digital certificate.

linevty 0 4

go in to vty configuration

transport input ssh

only permit SSH login
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2 dbsS .S w LS 5w 9Suw Slayig) I0S g,y B awew 4 bgy o Native I0S (uwolyd aS sl acwls Lbly
Sl S8 4 | audew JolS JyinS g 000 jeue o) W @ o 1lgi (o SSH 1 oslaiiwl

SNMP g VTP sl yaouai

Lol 531205100 595 SoSeuuuw S guisw Sg, . VTP Domain je.c 5o, W aSoi 5381 (o il caew Ginol ol oSow
Sy vy ilp> aSws S, | awisw Lsbe JS 9 uds (e w5l aSies S Yleas! auS ) yo)9 Giuw <l @
ud> 5w L8 UBed 3L

59 s 0 laiwl 9Suw (swuad Sla image ;> aS VLAN Database lu=o ,> L global configuration lu=o ;> ;5 owol)d Sl
AaS oslaswl VTP wleudhis oo Sl

AuS (sw oslaiwl gos SlpilegS)l Sl ay 5,8 4 axio password o ,iSLS a5l aS 1S Jols uluwebl

9Sauaw Native IOS sl VTP sy ,Sy
Olygiaw> Wlwogi
vtp domain My-VTP-name set the VTP name
vtp password My-VTP-password set the VTP password
vtp pruning turn on VTP pruning

wwlousl, dlio ¢l > wcowl Password pubhii Ulod aS 4uS oubais |, (¥ 05,9 SNMP Ta>55) SNMP 50, ccanl (5o Guizod
bh=o 55 wowlio sla password U Read-Write 9 Read-only < g0 a5 SNMP g, Sain,S 385e8> 5l Jlio S =l )

pul 03,01 Loy s,y Conf t

9Suuaw Native IOS sl SNMP s ,sy
(@] BT VWL wlxogi

snmp-server community MYRead-Only-string | Set read-only string for SNMP requests coming
ro 50 from ACL 50

snmp-server community MYRead-Write-string | Set read-write string for SNMP

rw 51 requests coming from ACL 51

access-list 50 permit IPaddress-ro Creates ACL of read-only SNMP servers. More
than one permitted.

access-list 51 permit IPaddress-rw Creates ACL of read-write SNMP servers. More

than one permitted.

global lauxo ,> no snmp-server ,giws U L Ul el sw 2uS oslaiwl SNMP 5l aS 4yl aod a>9 gud @ S|
20550 0056 [ SNMP (sLd wlygicws swolod g auslaim 1S 51 configuration

Oy97 wewlawl Giaw

Oigy el apein Cuiol e 5> B e swle (039 whhlusl J8la>) least-privilege pgpao 0 ol (o B guigw
S e1d W pugy o Ui aS shiled g 03,5 Ggels | Lpisss sweled ddal 53 aS cwl wul awisw Sy 0SS sl Sl ol
ol g 1y gl
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e L3 55l e default gateway ¢ acili suls @ ol aS oslaiwlMy VLAN 5 55 | wygy 58 counl (o S ol 5l
525 Jbo 5> .auds 51,8 VLAN ol ,s 1) Lijey od 9 aislw YTY Jio pasuiw o,lond Sy b "unused” oU @y VLAN & 2ilsi (s

9w Native I0S sy w9 awlbwl Goaw
Chgiaw Olxaogi
int range FastEthernet0/1 — 48 Go in to interface 1 — 48
switchport access vlan 333 Sets port to VLAN 333
switchport mode access Turns off auto VLAN trunking
Shut Turns off port

SIS il a0 9 it LT OS €95 9 Ewisw Jao @ diwn lgi sw aS 590 ool L gwigw aad Shy LIS Gl aS wowl o3V
28> plzil Stack 58 Sl | Ol cougl (s 35S (s oslaiwl Stacking oludl (s

b 3lg L3I (sa> b osls 51,8 wlio VLAN s 1) Lpil 5 03,5 "no shut" |, Lsyer 3uiS swo Jog ) jgrw oS shinod gupw
S Juas trunk slesyes @ | Lol al

Native VLAN (5,9 (s g0 @ aS VLAN 1 | a>g gud @y (auds sw polais] 856008 9 g, w @ ) d VLAN aS (sulo;
2uSs oslaiwl 3yl 03,8 Native |y Ol (svws w90 4 aS S| VLAN ;8 | 9 0394

dlgs axlgo cowSai b |, VLAN hopping wMes (wlisp=i julw g 559,008 ¢ d,9,-w Sl Native VLAN s,.5,1S5 51 ol
shal .gr uslgs VLAN 15,5 (5,8 G < 55 awisw Slpiser swlod cud plul [ Lpisgs vitwn cull aulyd ol S|
wowl a8 olinwl S ol aS S sw oslaiwl b guigw 5l JSei ol @ aS asiwd sl

Sy 95w I0S s "description My-Port-Name" ;giows 51 cowl jigy 36S s Jog e @ ) wlups aS jghios
S oslaiwl Wigs D Sy 3 LSS oz

9 (s o laswl Lpsgw @ WS oy Sl "set port name 3/34 My-Port-Name" jgiows 5l Catalyst ¢Seww I0S s
oyl Wlxangi aS L 5gs sl auso ,lowy HP OpenView | Solarwinds ,ua SNMP s,.8 Giv, 38 Sl g,0w 5l oslaiwl
38 Liaas> aSil Lbls @y 5)ls 929 aS cowl 3lwaiiue JSoi puripy oul g (o pasine SxS GinliS i 55 W)y
Sl

B a9 055 Sily Ulinld asw @ aS Ldd o ol UBed 4 WS e S5 S Lies adol g L aS ulpdl
g Jaio idlgs> (sw aS SVLAN

VLAN ,> Trunking u>,S >9.x0

hid 9 05, J8la> |, W VLAN slasi (vl 0aui Silyi ey Ol odeuis (swo Jled VLAN trunking ey S S, aS swolKid
Aol andls Houe 03] 3ugui 0l gy Ewigaw 5> (il aS syl VLAN ol

il @ibls j9ec 0315 TY b Yo 9 1F B 1T (Sla VLAN i aS puiS cswo oubais o @ |y il @90 o s Jio s

9Sauwuaw Native IOS ol VLAN trunking us,S >9ax0
Ohgiaw Olxaogi
interface GigabitEthernet1/0/2 Enter second gigabit port on Cisco 3750
switchport mode trunk Turns on trunking mode
Switchport trunk encapsulation dotlq Sets trunk type to IEEE 802.1q
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switchport trunk allowed Vlan 12-14, 20-22 Only allow VLANs 12-14 and 20-22
VLAN jo.c 05l>1 U3,S S9ax0 ,5 @ UgS . diiwnd SW oyl 0510 i | lpsl aS (sudg U d VLAN aosd 9w Native I0S >

Syininy Sla VLAN @ Jlail o5l lowss Juo péule lpig a0 Jaio wliupxi aS cowl (siso ous SOl Slgijer o) v
ol uslgs

STP Root guard ¢ STP BPDU guard
aS) VLAN STP siax0 wlowlxo 3.8 (s el aS 15,138 Galos @y BPDU 8ly5 JLuw,l U 1) o as> glgil ailes (s S
DOS wMo> S39320l slagi @y aS 4y (sw o3l Ll a4 518 ol w3eis Jaozi (530 o Wlo wanis S sl aulie Yo Jdlos>

9 04155 |, Sl b ol 5l 9 diiwd STP root aS 1S sgoily Aiilgi s uizod il . 2ud> iy |, (denial of service)
05w Wy=io
9l Joe a silow wMos> £95 ¢l 5l Auilgs _swo RoOL guard ¢ BPDU guard
9Swaw Native IOS sl Root guard sBPDU guard
ST
Enables BPDU guard on the switch

(@] BT VWL
spanning-tree portfast bpduguard

spanning-tree guard root Enables Root guard on the switch

spanning-tree rootguard Alternative command for some IOS versions

Jled e cowl Jaio b guisw ,50s 4 aS (sulpises S, |, BPDU guard g Root guard caeuul (sw aS amil ails asgs
Aulw

Sy, |, BPDU DOS(denial of service) as sls aalgs o3>l )Sa a4 (siwiol S sS509 ol Slw 03ly > S, Jpow
S gl |y sl Yloasl g 03,5 [yl guiow sl cswolos

DHCP g CAM Table ul,Lwoy | S uSgl>

QS S, 595 5 Ailgi (sw IP g MAC L sl (S3g9a0 3lagi DHCP a0 ,w 9 & gudgw aS wgio ol 5l diilei (s S
DHCP ,9,w 3l Syiiam IP Gupsl slasi b ol 51 U osls s 1) 593 MAC Gudl Slgi w588 &) oS oslaiwl sgw
595 MAC Ll &1 e b 0lgi (5o pizzod S8 .S bl DHCP sga0 3,1 55 1) IP Slpaw)sl aod 9 05,8 cwles)s
S JuoSi ey w 4 sigw 48 Sgy v |, CAM Table wus,b

9 (w0 Juawi HUb ) @y Wae gudgw Ol o3guits JroS5 guisw S, »» CAM Table wudb (sidg

(broadcast) (swgoc pMel lpsyer (solod Sy v 1) Sy 53 Jwusti L8 aS ol Hguxo Euigw (swlwl A, U3 ol 4 0Me
8 > HUb &5 b aSiyl Jio ;s 1aiiS gow Bhiwl auigw Soy sdBiews 1a 51 aS s3kw v 3B L )Se L8 ol as as
ol LS

136 Sai,Sy Ly Jlio aus |, port security cowwl (s CAM Table g DHCP wMos 5l S,.89)> sl
S Native IOS Sg, CAM Table s DHCP Ul Loy | S aSsl>

(@] BT VWL

Ologi

int range FastEthernet 0/1 — 48

Go in to interface 1 — 48

switchport port-security

Turns on port security

switchport port-security maximum 5

Allow up to 5 MAC addresses

switchport port-security violation protect

Drop packets beyond 5 MAC addresses
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switchport port-security aging time 2

switchport port-security aging type inactivity

Liwd Jaio B guigw nlw @ aS Gulpises Sy aS il andls axgi S LSS D guisw 9 L wbw L J>be ol
LS Jled jue |, port security caownl (sw

IP spoofing ¢ MAC spoofing :DHCP spoofing ;| wsilow

A w4 1) S8l g Al dg0ily 580 Sl @ | 593 aS s3lw sw LB |, WS IP spoofing ¢ ARP spoofing
ww aS osls L3 oyl 53 slex> IP range S e | 5.0k Soi yue SlanMS U s3lw w551 1, ;S S, DHCP spoofing
Al cows aSis ool blas @y g aidly ul,> S abowly 4 cownl

[, alo,=o wlcMbl glgil aod Llgn ;S& U 2y wdyrw 4 | aSuin S8l ul,> asS 1l sasis sobb jghin Gl 2o aw L8
S sniff (s aSew s

5> wMo> aigS ol 5l IP Source guard g Dynamic ARP inspection . DHCP snooping s;lul ol, alawlgs alsi (s oo
A S,Sel> aSi

9Sawuw Native I0S Sg, DHCP,ARP,IP spoofing ;| «S,.Sgl>

wweoc Wlygiwd Ulogi
ip dhcp snooping vlan 1-1000 Turn on DHCP snooping for VLANs 1-1000
ip dhcp snooping Turn on DHCP snooping

no ip dhcp snooping information option

ip arp inspection vlan 1-1000 ARP inspection on VLAN 1-1000

ip arp inspection log-buffer entries 1024

ip arp inspection log-buffer logs 1024 interval 10

Ubjuo gaad il Olygiaw> Olwogi

int range FastEthernet 0/1 — 48 Go in to interface 1 — 48
no ip arp inspection trust Locks down host ports for ARP
ip arp inspection limit rate 15 Sets ARP pps inspection rate
ip verify source vlan dhcp-snooping Turns on IP Source Guard

DHCP GuyMS yud yiis| Ol ygiaw> Wlogi
no ip dhcp snooping trust Don't allow DHCP server
ip dhcp snooping limit rate 10 Limits rate of DHCP requests

Jog pioho S guigw nlw 4 aS sulpirer 9 Vliuobl 5,90 DHCP Slgises Sy bsd L5 wlygiws Sl
25 wheiws Sh=l s elouwl asS s pass |) YU wlgiows 51 sy 5oy whgivws .auS oslaiwl diwd
.l aslgs 58 51 1, DHCP g aSioi (‘DHCP Sla g w0 9 guigw juizo OYlail Sly

DHCP ,9,uw g il Ol 95w Wlogi
ip dhcp snooping trust This port allows DHCP servers
Switch Interface Commands Description
ip arp inspection trust Unlocks port used to connect to trusted
switches
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